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1 Executive Summary

Purpose

CyberQ was asked to conduct a Web Application Security Test on the application
provided by E2E Research Service Pvt Ltd. Details were provided to the extent
mentioned in “Scope of Work”. The testing was carried out from CyberQ
Consulting Pvt. Ltd., New Delhi. The objective of this testing was to ensure the
security of the network and web server from external threats through the web
application.

The audit was carried on the staging URL: https://test.indiantradeportal.in/,
https://test.indiantradeportal.in/20itp14/.
The scope of the project was limited to find out the vulnerable areas of the Web
application. Exploiting the vulnerabilities was out of scope for the tests.

Authority

The Web Application Security Test was conducted under the authority of
Mr.Chandra Nath Som of FIEO.

Auditor

Ashwini Srivastava
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2 Methodology

The methodology applied in Web Application Security Testing is explained in the
diagram below

Information Gathering: One of the first steps of this test is to identify the Web
application environment, including the scripting language and Web server
software in use, and the operating system of the target server. However, this
step is generally omitted if the testing is limited to just the web application and
not the host.

Test Application: While testing the application, we follow but are not limited to
the OWASP standards. The top 10 vulnerabilities are tested for static and
dynamic web sites. Our testing is done manually as well as using tools. An
indicative list of tools is given in the section below.

After an exhaustive testing, the findings are compiled and classified according to
a Risk Level of High, Medium or Low depending on the harm they may cause to
the Web Application, server or to the network.

A Report is created highlighting the findings together with details for each
finding.

Classify findings
according to the
Risk Level

Report Writing

Vulnerabilities

Vulnerabilities
grouped by Risk

Information
Gathering

Test application for
top ten

vulnerabilities

Web app OS,
Software and
scripting Language
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3 Scope of Work

The audit was carried on the staging server URL:
https://test.indiantradeportal.in/, https://test.indiantradeportal.in/20itp14/.
The scope of the project was limited to find out the vulnerable areas of the Web
application. Exploiting the vulnerabilities was out of scope for the tests.
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4 Table of Findings
The following key findings support our assessment of the weaknesses associated
with the application:-

Sl.
No.

Severity Vulnerability Description Level-1 Interim-1

1 High The password between server and client is
being passed in clear text.

Open Closed

2 High No client or server side input validation has
been implemented; This test successfully
embedded a script in the response, which
will be executed once the page is loaded in
the user's browser. Cross Site Scripting
attack is possible.

Open Open

(Patch
throughout

the
application)

3 High An .exe file can be uploaded. In this case it
will be possible to upload unwanted self
executing files to the server, which may be
harmful for the server and the application.
There should be a check on the file size as
well. Also as this file upload feature is
provided to general public anyone can
knowingly or unknowingly upload a file

infected by viruses and worms.

Closed Open

(Patch
throughout

the
application)

4 High Cross Site Request Forgery (CSRF) attack is
possible Which forces a logged-on victim’s
browser to send a request to a vulnerable
web application, which then performs the
chosen action on behalf of the victim.

Closed Closed

5 Medium Improper Error Handling in the application. Open Open

(Patch
throughout

the
application)
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Sl.
No.

Severity Vulnerability Description Level-1 Interim-1

6 Medium Server Errors are displayed to the user on
giving invalid input.

Open Open

(Patch
throughout

the
application)

7 Medium Application allows to user to set very simple
password. Password complexity is not
implemented.

Open Open

8 Medium While changing password, there is no check
on password history. This allows the user to
change the password to his previous
password.

Closed Open

9 Medium It is possible to view the sensitive
information by fetching the page from the
cache option of the browser.

Closed Open

(Patch
throughout

the
application)

10 Medium Http Only flag is not set. Closed Open

11 Medium The Security answer between server and
client is being passed in clear text.

Closed Closed

12 Medium The application has the provision for
windows to remember the password to the
application.

Closed Closed

13 Medium Application not terminating the session once
directed to error page.

Open Open

(Patch
throughout

the
application)
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Sl.
No.

Severity Vulnerability Description Level-1 Interim-1

14 Medium Application has a provision to browse
authenticated page through back button.

Not Found Open

(Patch
throughout

the
application)

15 Medium The Salt length is too short and not as per
the NIC guidelines.

Not Found Open

16 Medium The salting processes is not as per the
OWASP guidelines.

Not Found Open

17 Medium Session timeout is not implemented in
application.

Not Found Open

(Patch
throughout

the
application)
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Finding No. 2

Description: No client or server side input validation has been implemented;
this test successfully embedded a script in the response, which will be executed
once the page is loaded in the user's browser. Cross Site Scripting attack is
possible.

Recommendation: The input data should be validated for special characters
both in value fields and in URL. Application should not save scripts in the
database. Validation at the server end is mandatory.

Screen shots/Evidence:
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Finding No. 3

Description: An .exe file can be uploaded. In this case it will be possible to
upload unwanted self executing files to the server, which may be harmful for the
server and the application. There should be a check on the file size as well. Also
as this file upload feature is provided to general public anyone can knowingly or
unknowingly upload a file infected by viruses and worms.

Recommendation: The application should not provide this facility of file upload
to general public as the file upload feature is susceptible to many vulnerabilities
and attacks. Only if it is extremely necessary this facility should be provided. In
this case also the application should not allow any executable or malicious files
to be uploaded into the database. The header information should be checked for
to see the content and type of file. The file size should also be checked so that
users do not upload large files which would eat up the server space.
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Finding No. 5

Description: Improper error handling.

Recommendation: The application should validate input and trap all errors and
give customized message to the user. Validation at the server end is mandatory.

Screen shots/Evidence:
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Finding No. 6

Description: Server error is displayed to the user.

Recommendation: The application must maintain a customized error page for
manage the errors. so that if a user landed to the error page he/she may
redirected to the customized error page.

Screen shots/Evidence:
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Finding No. 7

Description: Improper Password complexity has been implemented in password
policy. NO upper case check is implemented.

Recommendation: Passwords should have restrictions that require a minimum
Size of 8 characters and complexity for the password. Complexity typically
requires the use of minimum combinations of alphabetic, numeric, and/or non-
alphanumeric characters in a user’s password (e.g. one special
character($,@,#,&),one upper case letter and one lower case letter and one
number like Test@123).

Finding No. 8

Description: While changing password, there is no check on password history.
This allows the user to change the password to his previous password. It accepts
previous/old password as new password during the password change.

Recommendation: Users should be required to change their password
periodically. Users should be prevented from reusing previous passwords.
Password history should ideally be 3.
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Finding No. 9

Description: It is possible to view the sensitive information by fetching the
page from the cache option of the browser.

Recommendation: Cache for all pages should be cleared from server side, and
also extra pages should be removed.

Screen shots/Evidence:
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Finding No. 10

Description: Http Only flag is not set. It is possible to reveal sensitive
information about the authenticated cookie of a user’s session.

Recommendation: Set Http Only flag value to True in websites configuration
file.

Screen shots/Evidence:
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Finding No. 13

Description: Application not terminating the session once directed to error page.

Recommendation: Application must terminate its session on landing to a
customized error page, user shall be asked again to enter the login credentials.

Screen shots/Evidence:
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Finding No. 14

Description: Application has a provision to browse authenticated page through
back button.

Recommendation: Back button should be disabled.

Screen shots/Evidence:
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Finding No. 15
Description: The Salt length is too short and not as per the NIC guidelines.

Recommendation: Salt length must be at least 16-18 digits of length. It will be
ideal that salt can be alpha numeric too.

Screen shots/Evidence:



Web Application Security Test Report For
Indian Trade Portal

21th July 2015 Confidential 24 of 25

Finding No. 16

Description: The salting processes is not as per the OWASP guidelines. What is
actually happening that the password is converted into a MD5 hash, and the
random number(salt) is converted to MD5 hash. These both the has are now
been concatenate with a hyphen "-" symbol.

Recommendation:

The proper salting process is explained below step by step:

1. When a client requests for the login page, the server generates a random
number, the salt, and sends it to the client along with the page.

2. A JavaScript code on the client computes the hash of the password entered by
the user.

3. It then concatenates the salt to the hash and then re-computes the hash.

4. This result is then sent to the server.

5. The server picks the hash of the password from its database, concatenates
the salt and computes the hash.

6. If the user entered the correct password these two hashes should match.

7. The server compares the two and if they match, the user is authenticated.

Screen shots/Evidence:
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Finding No. 17

Description: Session timeout is not implemented in application.

Recommendation: Session timeout (ideally 15 minutes) should be
implemented in application.
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